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1. Introduction

This document provides an overview of the Personal Data Breach Management Process and
describes the general handling process in terms of a data breach.

Under the General Data Protection Regulation (GDPR) and the Data Protection Act (DPA) 2018,
the School is obliged to notify the ICO within 72 hours of a data breach if this is likely to result in
a risk to the rights and freedoms of natural persons. If the School fails to perform its notification
duties, it may face sanctions under the DPA 2018.

2.Scope
This document applies to all School staff, contractors, and third parties involved in activities
that could lead to an incident.

If a breach occurs, all School staff, contractors, and relevant third parties must immediately
notify the designated School personnel (School DPO).

3. Roles and Responsibilities

Roles Responsibilities People Appointed
Personnel who discovers the | They should be aware of whatto | [please mention here
breach do, who to contact first and how | whom to be contacted
to report first, DPO, IT department,
data breach team etc.]
Pupils, Parents, Alumni | Must be provided with clear

discovering the breach

information on what to do, they
must be provided with the form
and contact person(s)

Breach Management Team

Allocate a team, if possible,

[please insert the names,

responsible people for | emails and phone
managing the breach in | numbers]
accordance with this
document.
Breach Response Team Will be established where
necessary to support the
management team-  which
may consist of compliance
department, IT and Security

Department, Human Resources,
Legal, any contractors

4. Data Breach Management Process

4.011dentification of the Breach

Data breach can arise as a loss, destruction, corruption or unauthorised disclosure of
personal data and unauthorised access or making data unavailable, e.g. ransomware
encryption.



Common personal data breaches: accidental loss, theft, hacking, phishing, unauthorised
access, human error, natural disasters (flood, earthquake, fire, storm), equipment failure,
and failure of software or hardware.

Once a personnel or contractor capture or receive a breach; it must be communicated to
the Data Protection Officer (Privacy Culture via (Breach Report Form-Appendix 1)
immediately.

4.02Incident Types

The following is a list of data incident types that fall within the scope of the Data Protection
Policy and this Procedure:

Categories: Description: Incident Types: Description:
Receiving information from
Breaches of . . . .
] Emails Third parties not intended for
Information
. our School.
v . security that
3" Parties affect or are Our suppliers lose information
. from our School or sends
caused by 3rd Loss of Information | . ‘ . p
parties. information of our School to an
incorrect recipient.
Spam emails, abusive
Email Misuse messages, improper use of
mailing lists.
Accessing sites in business
Internet Misuse time, inappropriate sites, use of
un-authorised online systems
. . Misuse of position, access, or
Breaches of Data Misuse of authority | . ) )
. ) identity for personal gain.
Breach of Protection Policy - -
bolic that are not Adding an un.authorlsed
y reflected in one of ' personal dev:c? to the
the other options. Personal Device network or storing School’s
information on a personal
device.
Information General lack of good
Handling information handling
Password for system does not
Insecure Password | match agreed standard
creating additional risk.
Breaches of Data . Confirmed disclosure of
. Disclosure Personal . .
Protection law . personal information to non-
) ) Information ) -
Data including loss, theft intended recipient.
Protection | or disclosure of Loss of personal information
Loss of Personal ) L
personal nf . with no certainty it has been
information. ntormation disclosed.




4.03 Containment and Recovery

Theft of personal information
Theft of Personal , s
. with no certainty it has been
Information .
disclosed.
Unauthorized Personal data accessed without
Access permission.
Unauthorized Personal data is altered without
Alteration permission.
. Lost equipment containing
Lost Equipment
Loss or theft personal data.
Lost/ Stolen of
Equipment . . Theft of equipment containin
quip equipment. Theft of EQuipment qdip J
personal data.
. Spam emails received that
Spam Email
pose a threat to the Network.
Systems Failure Critical System offline.
Incidents that
Virus Threat (e.g.
Network affect the (eg Threat of virus to the network
. Security of the Ransomware)
Security
IT Network Reset or corruption of folder
storing data. Folder Permissions | permissions for folders on the
network
Unauthorised Network accessed by
access to the individuals with no lawful right
network of access.
A member of staff has shared
Password Shared the password of a system with
Incidents where a another member of staff.
Password ppassword has been Member of staff has
Sharing shared or used by Iogged someone into a
another user. Logged someone in | system under their own
username without
sharing the password.
Incidents where nsecure Buildin Building or storage facility
the physical 9 | discovered to be insecure.
. security of a
Physical o 4
s it building or storage . . Unauthorised person has been
ecurity : Public Unauthorised .
Space processing Access able to access a building or
data is secured area.
compromised.

The School’s SLT will gather immediately and investigate the breach, its extent, content and
communicate the responsible people {Privacy Culture}. The Team shall inform School
management according to the severity of the breach and decide whether it is necessary to



inform the ICO based on the severity of the breach. (Where a significant breach has
occurred, ICO must be informed within 72 hours of the discovery of the breach, please see
section 4.s below.)

The School will take necessary actions to remediate and eradicate the breach, recover data
and systems immediately. Those actions may be changing the passwords, access codes,
closing down the network fully or partly, restricting access to systems, blocking access to
the building, patching the system, performing or ordering an audit to improve system
security.

The School will also consider the methods for physical recovery of the lost or stolen data or
equipment containing the data and immediately inform the building security or the police
where necessary.

+ Back-ups can be used to recover corrupted data.

« If mails are connected to incorrect recipients, mails may be recalled, retrieved or the
recipient can be contacted to whom the data has been disclosed, apologising and asking
them to delete the email from their systems (including from deleted items folders) and to
confirm that they have done so.

In the whole breach management period individuals’ interests and safety must be secured,
the School shall take adequate safeguarding actions to protect individuals rights.

In the whole breach management period individuals’ interests and safety must be secured,
and the School shall take adequate safeguarding actions to protect individuals' rights.

4.04 Risk Evaluation
The School will evaluate the risks associated with the breach to identify the potential
consequences for the data subjects and their organisation. Classification of the data
breached shall be carried out check to see whether any sensitive data is compromised. The
team will set forth the level of risk, and potential harm based on the type and volume of
data compromised and who is (or likely to be) affected by the breach.

Risk evaluation will help to determine whether the ICO must be notified as well as the data
subject(s) concerned.

Section 4.05 Notification
The School will ascertain the individuals to be notified notify depending on the breach
evaluation. Notification must be clearly documented and include: what data was
compromised, how and when the breach occurred, precautions taken, and suggestions for
affected individuals (e.g., changing passwords, canceling credit cards).

The School will report serious data breaches to the ICO within 72 hours of becoming aware
of them. The notification to the ICO must include at least the following information:

e adescription of the breach, including the types and approximate number of individuals
and records affected,;

e the contact details of the data protection officer for further information; the likely
consequences of the breach; and

e the measures taken or planned to address it, including any steps to reduce its impact.



If the breach is considered to represent a ‘high risk’ to the data subject’s rights (i.e. it is a
higher level of risk still than that requiring reporting to the ICO), then there is a further
requirement that the data subjects themselves are formally notified by the School.

4.06 Follow up
The School will conduct reviews after a crisis to identify necessary improvements in
procedures and policies. These reviews will include:

¢ Identifying security improvements that could have prevented the breach.
¢ Evaluating tactical and strategic fixes to prevent or detect future breaches.
e Assessing any missing information that would have aided the response team.

e Reviewing the effectiveness of responses in terms of timeliness and
comprehensiveness.

¢ Identifying areas for improvement in handling the situation.
¢ Evaluating the availability of relevant data and tools for analysis.
e Assessing the effectiveness of processes and communications.

e Ensuring the right people were involved and empowered to make necessary
decisions.

e Preserving evidence and maintaining an audit trail of events and evidence
supporting decisions taken in response to the incident.

e Retaining records of all incidents as evidence of how the process works.

¢ Developing and implementing an appropriate means of preventing similar
incidents in the future.

4.07 Document
The School will maintain a detailed record of all activities throughout the breach
management process. This includes completing a breach activity log and documenting
each stage and the actions taken to address the breach. These records are important for
future audits and for demonstrating compliance with the ICO. Documenting the specifics of
the breach, decisions made, actions taken, and any necessary follow-up will also assist in
redesigning and updating risk management plans.

4.08 Employee Responsibilities
e Anyone discovering a data incident, even those they think are minor, must
immediately report it to their head teacher. They may also report the incident to the IT
team.

e No retaliatory action will be taken against any member of staff who reports a data
incident about another member of staff in good faith, regardless of the seriousness of
the data incident or the level of the individual responsible for the breach.



4.09 Investigations
e The head teacher as the School’s Line Manager or such officer will classify the data
incident, and an investigator will be assigned.

¢ Therelevant personnel must be consulted by the investigator to establish whether the
incident meets the threshold for reporting to the ICO and to provide a data incident
case number.



5. Process Flow Diagram
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Report the breach to the relevant
people (please see section 3)

Line Manager, DPO, IT Support, HR
department, Breach Incident Team
etc.

Make a quick description of the
breach (with any possible details so
far). what happened, how did it
happen, what type of data involved,
hoe many people involved (see
section 4.1)

Make sure the services continue;
carry out recovery plans for essential
services, assets and systems
continue to operate.

Critically evaluate the situation,
prioritize the risks and determine the
severity level in order to identify the
next step and carry out actions to
mitigate the risk

Identify who to notify; regulatory
bodies, data subjects, third party
service providers or media etc.

Document and store every detail
regarding the breach (what has
happened what was the decision,
what were the actions and what
should be needed to achieve etc.)
and create a post-breach report.



6. Appendixes

6.01 Appendix 1 - Breach Report Form

Breach Report Form

General Description

(pleqse describe the breach, give brief information on what
happened e.g cyber attack)

Data Affected
volume)

(type and

(mention the type of data that has been lost, compromised in
great detail)

Is Sensitive data compromised?

How did you find out about the
breach?

When did you discover the
breach?

When did the breach happen?

Who did cause the breach?

Who did involve in the breach?
(any third party service
providers, contractors etc.)

How many data

involved?

subject

(please mention whose personal data has been breached, e.g.
students, staff, research subjects, alumni, donors, job
applicants etc.)

Who is aware of the breach?

(please mention if there are any complaints etc.)

What actions were or will be
taken to contain and recover the
breach?

(please give details on time of containment, type or recovery
and each step)

Security Measure in place (e.g.
encryption, back-ups,
procedures, training.)

Who else has been notified?

Who are the potential parties to
notify?

(please mention any stakeholders as well as regulatory bodies)

What steps can be taken to
minimise the possibility of a
repeat of such an incident?




6.02 Appendix 2 - Breach Report Form [employees, contractors, pupils, parents, alumni]

Name, Last name

job title

Telephone

Email

How did you become aware of
the breach?

Time and date of the breach

Breach Description (time, date,
location, how the incident
occurred etc.)

Type of Breached Data (please
mention if there is sensitive
data compromised)

Reasons causing the breach

Who is involved in the breach?

Volume of data involved in the
breach?

Have you contacted anyone
regarding the breach?




6.03 Appendix 3 - ICO Data Breach Report Form

Your Details

Organisation name

Registered Address

Person(s) making this Report
Form

(name, email, phone)

DPO

(name, email, phone)

Breach Details

If the matter has been
communicated to the ICO
please provide officer name
spoken to and the case
reference no (if available).

Time and date of the breach

When was the breach
discovered?

(please provide date and time)

If the breach is not notified in 72
hours from becoming aware of

it please explain the reasons to
delay.

How was the breach
discovered?

Breach Description (location,
how the breached occurred,
was it a cyber attack etc.)

(Please provide accurate and detailed description)

How many people have (or
likely to be) affected in the
breach?

Categories of data subjects
whose personal data has been
compromised?

(employees, pupils, parents, customers, vulnerable adults)

Type of Breached Data

(please mention if there is sensitive data compromised, data
revealing racial or ethnic origin, political opinions, religious or
philosophical views, trade union membership, sex life data,




sexual orientation data, gender reassignment data, health
data, genetic biometric data, criminal convictions offences)

What are the reasons causing
the breach)

Who is involved in the breach?

Volume of data involved (or
concerned) in the breach?

Consequences and Actions

What actions have you taken to | (please describe any steps taken to fix the issues, mitigate
mitigate the crisis? the adverse affects, as well as the steps taken to prevent the
similar future breach)

When was the last time the
personal involved in the breach
trained?

What are the potential
consequences of the breach?

What is the likelihood that data
subjects will experience
significant consequences as a
result of the breach?

Have you contacted anyone (data subjects, supervisory authorities, the police etc.)
regarding the breach?

Any cyber systems affected? (please mention if confidentiality, integrity or availability of
(if yes, please mentions the the information systems affected.)

impacts on the School and the

recovery time)

Who should ICO contact when (please provide more than one contact)
more information needed?

Name, job title,
team/department

[NOTE: Completed report must be sent to ICO with email subject “Personal Data Breach
Notification” to the email casework@ico.org.uk (if it is a follow-up report please mention that in
the email.) or post to the address the ICO Wycliffe House, Water Ln, Wilmslow SK9 5AF.] (Please
confirm the addresses with the ICO on the phone before sending.)



